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Overview
Public key cryptography requires complex mathematical operations on very 
large numbers (from 160 to 4096 bits, or more). The majority of embedded 
CPUs are limited to operations on 32- and 64-bit values and require significant 
computational resources when implementing public key infrastructure related 
algorithms. The DesignWare® Public Key Accelerator (PKA) is dedicated to 
the computationally intensive elements of the mathematics required for 
RSA operations as well as the algorithms used in prime field elliptic curve 
cryptography (ECC). The PKA integrates seamlessly with the DesignWare 
cryptography software library, enabling designers to accelerate the asymmetric 
cryptography required in public key algorithms, to deliver performance levels that 
are not achievable in software-only solutions.

DesignWare Public Key Accelerator
The traditional RSA, digital signature algorithm (DSA), and Diffie-Hellman 
(DH) asymmetric algorithms require the calculation of complex modular 
exponentiation operations to encrypt, decrypt, sign, and verify data for public 
key negotiations or digital signature schemes. Similarly, ECC requires a number 
of complex mathematical operations, such as point multiplications, in support 
of public key negotiations and digital signature schemes.
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Offloads computationally intensive parts 
of public key cryptography

•	 Support for Arm ®  AMBA ®  AHB ™ /AX I ™  
and synchronous RAM slave interfaces

•	 Many build-time configuration options

•	 Configurable firmware memory type

	– RAM only

	– ROM only

	– RAM/ROM mix

•	 DesignWare cryptography software  
library for  R SA, D - H , D SA

•	 DesignWare cryptography software  
library for prime field ECC operations  
such as ECD SA and ECD H
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Configuration ASIC size  
K gate

Memory 
Bytes

RSA-1024  
with CRT 
Ops/sec

RSA-2048  
with CRT 
Ops/sec

ECC-160 
Ops/sec

ECC-384 
Ops/sec

32A 27 1280 187 N/A 323 N/A

32B 27 2560 187 32 323 60

64A 55 1280 381 N/A 408 N/A

64B 55 2560 381 92 408 116

128A 120 1280 605 N/A 470 N/A

128B 120 2560 605 195 470 169

• 40-nm at 340 MHz
• Firmware memory size not included
• RSA performance does not include pre-processing
• Full operand size, 50% hamming weight
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