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The CyRC analyzed 3,335 of the most popular free and paid 

Android applications on the Google Play Store as of Q1, 2021.
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The CyRC grouped its vulnerability findings by category, helping to provide more detailed insight into which apps 

pose the greatest security risk. The key findings, as well as a detailed data breakdown by category, are as follows. 

Education: 
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Information leakage findings

Put simply, information leakage is when developers accidentally leave 
personal or sensitive data in the source code or configuration files of the 
application. In the wrong hands, this information can be used maliciously. 
The CyRC’s findings indicate that popular applications are not free from 
information leakage.

To perform this analysis, the CyRC used Black Duck to examine key types 
of information leakage. To better understand the implications of these 
findings, let’s examine what each type of leakage entails. 

Tokens, keys, and passwords: If developers leave behind this type of 
information (AWS keys, Google Cloud tokens, user credentials, etc.), it can 
pose great potential risk. This information allows an individual to access 
someone’s servers, systems, or sensitive properties. From there an attacker 
can steal IP, plant malware, or launch compute resources that attribute 
costs to the application owner. 

For example, JSON Web Tokens (JWTs) serve as a way to securely pass 
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An information leakage story

In an incredibly timely real-world example of information leakage, the company SolarWinds recently fell 
victim to a supply chain attack. As announced on February 26, 2021 careless information security practices 
by a former intern exposed a critical—and ridiculously simple—internal password (solarwinds123). 

Once that password was compromised, suspected Russian hackers were able to access a system that 
SolarWinds used to assemble updates to Orion, one of its flagship products. From here, the attackers 
inserted malicious code into an otherwise legitimate software update. Once SUNSPOT malware was 
inserted into the codebase, it was able to monitor and identify running processes that were involved in the 
compilation of Orion, and replace source files to include SUNBURST malware, which is a malicious version 
of a legitimate Orion plugin. Taking great care to not break any Orion builds, and by blending with other 
SolarWinds network traffic, the hackers were able to escape the notice of development teams. Once the 
Orion updates were deployed to an estimated 18,000 customers, SUNBURST sent information back to the 
attackers that was used to identify targets of additional malware, broadened access, and spying. Among these 
targets were several Fortune 500 companies, including Microsoft and Intel, and government agencies, including the 
Department of Homeland Security and the Treasury Department. 

Through the lens of this story, the implications of information leakage are clear. The large number of instances of 
potential information leakage found by the CyRC reveals a troubling trend. Failure to address information leakage 
security concerns leaves both an application and its users vulnerable. 

By analyzing applications in their compiled states before deployment, tools like Black Duck can help easily identify 
and mitigate risk introduced by information leakage. In doing so, an organization can reinforce its security posture 
and avoid costly mistakes like that of SolarWinds.

Mobile permissions findings

Consumers need to be aware of what personal data they are allowing apps to access. 
They also need to understand what level of permission they are granting, and the 
potential implications of a hacker getting ahold of that information. It could range from 
running up a giant phone bill, to accessing their home security system, to even gaining 
access to their personal location data. 

Businesses and developers need to be aware of what third-party mobile applications 
they have embedded in their hardware. They need to understand the potential security 
gaps and the amount of personal data that third-party applications can access—and it’s 
vital to know the associated level of liability. And from a supply chain perspective, when 
procuring third-party apps, businesses and developers must ensure security without 
access to source code.

The CyRC used Black Duck to examine the mobile permissions tied to top Android 
applications. The team first reviewed the average number of permissions required of a 
user, per application, both by category and as a whole. The CyRC then looked at specific 
applications with results that were outside of that average number by more than two 
standard deviations. Special attention was given to those that asked for significantly 
more permissions than the average application. 

The CyRC found an average of 4.5 sensitive permissions per application and 3 not for 
use by third-party apps (apps not developed by the provider of the OS). These numbers 
seem unnecessarily high given the personal data and control they require users to 
relinquish. 
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Detailed mobile permissions findings 

After conducting the analysis, the CyRC determined that in total, 
111 applications required far more permissions than the average 
of 18 per application (about 3% of our study group). 

Certain categories of applications had higher percentages of outliers (the total percent of 
apps with far more mobile permissions than the average):

•	Tools for teachers: 7% 
•	Health and fitness apps: 6.5% 
•	Top-grossing dating apps: 6% 
•	Educational apps: 5.6% 

Certain categories had a higher than average number of permissions:

•	Budgeting apps: 26 permissions on average 
•	Payment apps: 25 permissions on average
•	Banking apps: 25 permissions on average
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The Synopsys difference
Synopsys helps development teams build secure, high-quality software, minimizing risks 
while maximizing speed and productivity. Synopsys, a recognized leader in application 
security, provides static analysis, software composition analysis, and dynamic analysis 
solutions that enable teams to quickly find and fix vulnerabilities and defects in proprietary 
code, open source components, and application behavior. With a combination of industry-
leading tools, services, and expertise, only Synopsys helps organizations optimize security 
and quality in DevSecOps and throughout the software development life cycle.

About the CyRC
The Synopsys Cybersecurity Research Center (CyRC) works to accelerate access to 
information around the identification, severity, exploitation, mitigation, and defense against 
software vulnerabilities. Operating within the greater Synopsys mission of making the 
software that powers our lives safer and of the highest quality, the CyRC helps increase 
awareness of issues by publishing research supporting strong cyber security practices.

For more information, go to www.synopsys.com/software.

Synopsys, Inc.
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San Francisco, CA 94107 USA

Contact us:
U.S. Sales: 800.873.8193
International Sales: +1 415.321.5237
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