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The Open Automotive Alliance is another group of technology and automotive companies
who have come together to bring the best of Android—a Linux-based platform for mobile
phones released under the Apache v2 open source license—into the automobile in a
seamless and driver-centric way that helps minimize distraction.

Another well-known open source project serving the auto industry is GENIVI. This nonprofit
industry alliance is developing an open standard for creating what is known variously as in-
car entertainment (ICE) or in-vehicle infotainment (IVI). GENIVI standards help automakers
deliver applications that comply with myriad branding, ownership-of-data, and business
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Open source visibility

and control are essential
to maintain the security,
license compliance, and
code quality of automotive
software applications and
platforms

software, it can't defend against attacks targeting vulnerabilities in those open source
components. If your organization plans to leverage connected car technology, you need to
examine the software ecosystem you're using to deliver those features, and account for
open source identification and management in your security program.

Open source licenses and compliance risk

Open source security risk is top of mind for many organizations because of highly
publicized exploits such as Heartbleed and the Apache Struts 2 vulnerability, which brought
thousands of attacks against organizations worldwide. However, it is also important to
recognize the importance of license compliance in reducing open source risk.

Most open source components are governed by one of about 2,500 known open source
licenses, many with obligations and varying levels of restriction. These license requirements
can be managed and complied with only if the open source components governed by those
licenses are identified. Failure to comply with open source licenses can put businesses at
significant risk of litigation and compromise of IP.

The modern automotive software ecosystem is a multitiered digital supply chain.
Independent developers may contribute code under a variety of licenses. For example,
component manufacturers may develop software to run on top of the GENIVI platform, in
addition to modifying and augmenting the GENIVI codebase to suit a particular automobile
subsystem. With this complexity comes license and IP management challenges, including
the ownership of proprietary code that includes open source components.

Even so-called permissive open source licenses typically require acknowledgment of use
and other obligations such as redistribution and documentation requirements. And open
source components with no identifiable license terms also can be problematic. When
software does not have a license, it generally means no one has permission from the
creator of the software to use, modify, or share the software. Creative work (which includes
code) is under exclusive copyright by default. Unless a license specifies otherwise, nobody
else can use, copy, distribute, or modify that work without being at risk of litigation. The lack
of clear statements of rights and obligations leaves organizations using that open source at
greater risk of violating “hidden” terms.

Best practices in the use of open source software require developers to understand which
components and associated licenses are in their code and what obligations may result from
their use of open source. However, managing open source use manually can be a Sisyphean
task, as demonstrated by a 2017 Synopsys Center for Open Source Research & Innovation
(COSRI) report on over 1,000 Black Duck software audits of commercial codebases.

The audits found that open source license conflicts were pervasive. The audited
applications contained 147 open source components on average—a daunting number

of license obligations to keep track of—and 85% of audited applications contained
components with license conflicts. The most common challenges were GPL license
violations; 75% of applications contained components in the GPL family of licenses, but only
45% of those applications were in compliance with GPL obligations.

Best practices for managing open source risk
across the automotive supply chain

As auto OEMs work with software providers, a growing set of open source components is
making its way into automobile systems. Open source code is being channeled through
countless supply chains in almost every part of the automotive ecosystem.

To make progress in defending against open source security threats and compliance risks,
both auto OEMs and their suppliers must adopt open source management practices that do
the following:
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Synopsys helps development teams build secure, high-quality software, minimizing risks while
maximizing speed and productivity. Synopsys, a recognized leader in application security,
provides static analysis, software composition analysis, and dynamic analysis solutions that
enable teams to quickly find and fix vulnerabilities and defects in proprietary code, open source
components, and application behavior. With a combination of industry-leading tools, services,
and expertise, only Synopsys helps organizations optimize security and quality in DevSecOps
and throughout the software development life cycle.



http://www.synopsys.com/software
mailto:sig-info%40synopsys.com?subject=
http://www.synopsys.com/copyright.html
https://twitter.com/SW_Integrity
https://www.facebook.com/��������SoftwareIntegrity
https://www.youtube.com/channel/UC0I_hKR1E-Ty0roBUEQN4Ww
https://www.linkedin.com/showcase/7944784/
http://www.synopsys.com/software

	Executive summary
	Open source in the auto industry
	Open source safety and security issues
	Open source licenses and compliance risk
	Best practices for managing open source risk across the automotive supply chain
	Conclusion

