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Step 1: Inventory your open sourceY o u  c a n ’ t  s e c u r e  w h a t  y o u ’ r e  n o t  t r a c k i n g ,  s o  y o u r  f i r s t  s t e p  n e e d s  t o  b e  t h e  c r e a t i o n  o f  a n  i n v e n t o r y  o f  a l l  o p e n  s o u r c e  c o m p o n e n t s  y o u r  t e a m s  u s e  t o  d e v e l o p  s o f t w a r e .  A  c o m p l e t e — a n d  u s e f u l — o p e n  s o u r c e  i n v e n t o r y  m u s t  i n c l u d e  a l l  o p e n  s o u r c e  c o m p o n e n t s ,  t h e  v e r s i o n ( s )  i n  u s e ,  a n d  d o w n l o a d  l o c a t i o n s  f o r  e a c h  p r o j e c t  i n  u s e  o r  i n  d e v e l o p m e n t .  Y o u ’ l l  a l s o  n e e d  t o  i n c l u d e  a l l  d e p e n d e n c i e s — t h e  l i b r a r i e s  y o u r  c o d e  i s  c a l l i n g  t o  a n d / o r  t h e  l i b r a r i e s  t h a t  y o u r  d e p e n d e n c i e s  a r e  l i n k e d  t o — i n  y o u r  i n v e n t o r y .

https://twitter.com/SW_Integrity
https://www.facebook.com/��������SoftwareIntegrity
https://www.youtube.com/channel/UC0I_hKR1E-Ty0roBUEQN4Ww
https://www.linkedin.com/showcase/7944784/
http://www.synopsys.com/software 
https://nvd.nist.gov
https://www.debian.org/security
http://bugs.python.org
https://www.us-cert.gov/ncas/alerts
https://www.us-cert.gov/ncas/alerts
https://security.googleblog.com
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https://www.forbes.com/sites/sap/2015/03/10/most-cyber-attacks-occur-from-this-common-vulnerability/#67a89e337454
https://www.cisco.com/c/dam/assets/global/DE/unified_channels/partner_with_cisco/newsletter/2015/edition2/download/cisco-annual-security-report-2015-e.pdf
https://info.blackducksoftware.com/rs/872-OLS-526/images/OSSAReportFINAL.pdf
https://www.sans.org/reading-room/whitepapers/bestprac/managing-accepted-vulnerabilities-36995


http://www.synopsys.com/software
mailto:sig-info%40synopsys.com?subject=
http://www.synopsys.com/copyright.html
https://twitter.com/SW_Integrity
https://www.facebook.com/��������SoftwareIntegrity
https://www.youtube.com/channel/UC0I_hKR1E-Ty0roBUEQN4Ww
https://www.linkedin.com/showcase/7944784/
http://www.synopsys.com/software 

	Open source is in nearly every application
	To win the race against hackers, you need to manage open source risk
	Step 1: Inventory your open source
	Take into account:

	Step 2: Map open source to 
known vulnerabilities
	Step 3: Identify other open source risks
	Licensing compliance
	Component quality

	Step 4: Manage risk and monitor for new threats
	A better way to open source vulnerability management

