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Introduction
As organizations work to transform their AppSec practices and streamline their DevOps development model, 
they continue to struggle to implement tools and processes that can scale and keep pace. The complexities of 
managing and maintaining open source, and the adoption of cloud-native architectures and their associated 
microservices all increase the degree of difficulty. Further, supply chain intricacies make it very difficult to get 
a full picture of an organization’s risk profile. So it’s no surprise that AppSec continues to be an increasingly 
complex challenge for organizations adopting modern development practices.

This is particularly true for the financial services industry (FSI), where the stakes are high. In 2019, the global 
financial services market was valued at a whopping $22 trillion.1 Opportunities for exploit abound, and financial 
services firms are often high-profile targets. In the shadow of unrelenting real-world challenges, these firms are 
often a first-choice target for attackers. During the first year of the COVID-19 pandemic, over 70% of financial 
services firms experienced a successful cyber attack, and COVID-related business conditions were perceived as 
being to blame.2 In the event of a breach, companies must cover millions in losses. In 2019, the average cost per 
breach was $5.86 million.3

Problems that existed before COVID, like supply chain risk management, budgeting and resource constrains, 
and a lack of security training, have only worsened. This is the reality facing financial services firms. As stated in 
a prominent cyber security community, “There are two types of financial services companies: Those who have 
experienced a cyber attack and those who will in the future.”4

There are many myths and misconceptions that linger in the financial services industry in regard to application 
security. So we used the 2020 “Building Security in Maturity Model” (BSIMM) report research data to debunk 
and explain seven of the biggest myths, in an effort to provide clarity and guidance. Regardless of your personal 
experiences and perception of these myths, there are concrete steps you can and should take to ensure your 
AppSec program is on track.
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The seven myths of FSI application security
Myth 1: Financial services firms are secure because they must be
Overall, the perception of financial services is that the industry is secure. This is based on no evidence or data, but rather on the belief that 
as the gatekeepers of everyone’s sensitive data, it simply 
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Myth 4: You control everything that’s in your deployed software
Many financial services firms believe they have a good understanding of all the components and elements in their deployed software. But 
knowledge of everything in a software stack is not a complete picture of everything going into production—not even close. Even larger 
financial services firms struggle with this misconception.

Reality

You have an incomplete picture. Today, all financial services firms use some form of open source software, and it covers a broad range 
of AppSec activities and environments. From Docker and Kubernetes to supply chains, cloud deployments, and shared responsibility 
models, you need to understand all the code and every component in your environment. Mastery of exactly what you’re deploying and 
each of their respective security stances is critically important.

Myth 5: Cloud security is the job of cloud operators and owners
Similar to the idea about third-party responsibility, financial services firms often believe that the cloud “does it for them” when it comes to 
security. Assuming cloud security is the responsibility of the cloud operators and owners, financial services firms often do little to nothing 
to secure their cloud deployments.

In 2019, Capital One fell victim to this very misconception. Capital One’s misplaced trust in AWS to perform adequate security practices 
resulted in a massive breach. Reports found that despite the exploit being known and reported, “major players like AWS are not doing 
anything to fix it.”7

Reality

Cloud security is your responsibility. GitHub, GitLab, and various other cloud services work hard to secure their users’ deployments. 
However, responsibility still lies with your firm’s internal AppSec program. In order to run a secure cloud deployment, security teams must 
deploy secure containers into their cloud.

Additionally, the responsibility for overall security best practices, identity and access management, and crypto security is yours. Without 
internal security activities, you may be functional, but you are certainly not secure.

Myth 6: Pen testing, gate testing, and final step security is sufficient
Financial services firms tend to believe that pen testing, often the path of least resistance, is enough. Teams have more resources that are 
skilled enough to perform these tests, and portions of the process can be easily automated.

The simplicity of this testing method, along with a firm’s typical lack of resources, results in the misconception that they’re doing the best 
they can with what they have.

Reality

AppSec must be built in. While pen testing does serve a critical role in application security, it’s insufficient when used alone. Synopsys 
industry experience shows that 50% of all defects found in software are architectural flaws, which go undetected by pen testing.

Organizations need to adopt deep-dive architecture risk analysis (ARA) practices or threat modeling in order to identify these critical risks.
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Myth 7: Developers can learn AppSec skills on their own with experience
Financial services firms often lack the resources needed to perform important security activities. Despite this shortcoming, they believe 
that given enough time and self-taught experience, their developers can take care of any security needs within the software development 
life cycle.

https://twitter.com/SW_Integrity
https://www.facebook.com/��������SoftwareIntegrity
https://www.youtube.com/channel/UC0I_hKR1E-Ty0roBUEQN4Ww
https://www.linkedin.com/showcase/7944784/
http://www.synopsys.com/software


     |  synopsys.com  |  7

References

1.	 Steven Bowcut, Cybersecurity in the financial services industry, Cybersecurity Guide, Feb. 25, 2021.

2.	 Phil Muncaster, Most Financial Services Have Suffered COVID-Linked Cyber-Attacks, Infosecurity magazine, Jan. 19, 2021.

3.	 Steven Bowcut, Cybersecurity in the financial services industry, Cybersecurity Guide, Feb. 25, 2021.

4.	 ibid.

5.	 Ponemon Institute, Synopsys Cybersecurity Research Center, 

https://twitter.com/SW_Integrity
https://www.facebook.com/��������SoftwareIntegrity
https://www.youtube.com/channel/UC0I_hKR1E-Ty0roBUEQN4Ww
https://www.linkedin.com/showcase/7944784/
http://www.synopsys.com/software
https://cybersecurityguide.org/industries/financial/
https://www.infosecurity-magazine.com/news/financial-services-suffered-covid/
https://cybersecurityguide.org/industries/financial/
/software-integrity/resources/analyst-reports/software-security-financial-services.html?cmp=pr-sig
https://krebsonsecurity.com/2019/08/what-we-can-learn-from-the-capital-one-hack/
https://www.bsimm.com/
/software-integrity/software-security-services/maturity-action-plan.html
http://www.synopsys.com/software-integrity/contact-sales.html


Synopsys helps development teams build secure, high-quality software, minimizing risks while 
maximizing speed and productivity. Synopsys, a recognized leader in application security, 
provides static analysis, software composition analysis, and dynamic analysis solutions that 
enable teams to quickly find and fix vulnerabilities and defects in proprietary code, open source 
components, and application behavior. With a combination of industry-leading tools, services, 
and expertise, only Synopsys helps organizations optimize security and quality in DevSecOps 
and throughout the software development life cycle.

For more information, go to www.synopsys.com/software.
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