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How a Top Financial Firm Scaled Its Application Security 
Program and Accelerated Digital Transformation

Company overview

This Fortune 500 financial 
corporation is one of the 10 largest 
banks in the U.S. It needed to

•	 Ensure stronger application 
security for enterprise and 
consumer-facing applications 

•	 Improve and meet regulatory 
compliance 

•	 Reduce time and resources spent 
triaging false positives

Overview 
Working on a transformational technology project under time and budget constraints, 
this innovative financial organization was building new applications to address the 
mobile banking and eBanking needs for its hundreds of thousands of customers. 
Operating in a sensitive and highly regulated financial industry, the organization’s 
security team also needed a proactive approach to security to protect sensitive 
customer and financial data. 

The challenges 
The banking organization, which operates as a technology company, was searching for 
a best-in-class end-to-end AppSec solution provider to implement a robust application 
security program, and needed to quickly scale application security for hundreds of its 
applications. The company faced several challenges.

•	 Scaling AppSec automation. With 400+ developers and a handful of experts in 
application security, scaling its red teams and the entire application security portfolio 
was a big challenge. Modern banking applications powered by APIs exacerbated the 
problem. 

•	 Compliance. The organization was struggling to achieve key regulatory compliance 
during annual audits. Since application security is a critical element for PCI 
compliance, it was apparent that its existing application security solution was not 
effective. 

•	 Triaging false positives. Automated scanners were generating a lot of false 
positives, seriously impacting development processes, application security, and 
resource management. As a result, security teams were spending more hours 
verifying and cross-checking the findings than remediating actual vulnerabilities. 

“We love the fact that 
WhiteHat Dynamic is 
production safe, [enables 
us to] do authenticated 
scanning, and above all 
that ALL of the findings 
are verified and we are 
99% false positives– 
free.”

—Application security manager 
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   |  synopsys.com  |  3Maximized AppSec ROI By seamlessly scaling and adding program management to the scope of work, the Synopsys Security Testing Services team developed a close working relationship with the organization’s application security and the development teams. Regular collaboration with the teams ensured that vulnerabilities were remediated according to organizational security policies and best practices. The program managers developed measurable success criteria to track progress across the organization, including regular meeting cadences, quarterly program reviews, and annual service review meetings. Evolving scopeThe Synopsys scope of work has evolved to include additional activities such as onboarding new users, integrating systems to automate manual processes within the AppSec team, severity contextualization, consulting on policy changes, and providing application security educational opportunities to development teams. 
Synopsys has helped drive and support the successful creation and adoption of an application security program within this organization. Synopsys solutions empower 
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