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How Does Synopsys Ensure Security?
These are the guiding principles that ensure safety for the public cloud:

• Data Classification: How sensitive is the data and how should it be protected

• Data Segregation: Production and non-production, sensitive and non-sensitive data should be placed in different cloud containers 
with logical controls for flows traversing those containers

• Auditing: Periodic reviews to ensure relevance, compliance with regulations and internal policies should be performed

• Monitoring: All activities should be monitored, and security personnel must be alerted on anomalous activity patterns

• Access Control: Access to cloud management must be carefully reviewed, granted, monitored, audited, and revoked with minimal 
privilege role-based access in mind 

How Does Synopsys Control Security?
Synopsys leverages the following set of Cloud Security Controls and industry best practices provided by Cloud Security Alliance:

• Identity and Access Management

• Data Security 

• Infrastructure Security

• Application and API Security

• 
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How Does Synopsys Ensure Application And API Security?
To ensure highly secure cloud applications for customers, Synosys follows the Secure Software Development Lifecycle (S-SDLC), 
which has various phases for Application and Interface Security and Security Requirements:

• Secure Architecture

• Threat Modelling

• Secure Coding and Security Training 

• Application Scanning 
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How Does Synopsys Provide Threat And Vulnerability Management?
All infrastructure and production instances have threat prevention (anti-malware) components installed. Periodic vulnerability 
scanning is performed within the cloud environments and externally using an industry-recognized vulnerability scanner with up-to-
date signatures. The results of such scans are reviewed and addressed based on their risk. A vulnerability management program 
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